Cybersecurity Policy		Adopted DRLS Board: 08.25.2025

GENERAL
All staff members are responsible for protecting the technology and information assets of the Dixie Regional Library System (DRLS) from unauthorized access, theft, or destruction. These assets include:
· Devices – CPUs, discs, servers, tablets, printers, projectors, laptops, smart TVs, etc.
· Computer software – Operating systems, productivity suites, drivers, browsers, email clients, mobile apps, etc.
· Files and data – Word documents, spreadsheets, payroll data, login credentials, patron records, etc.
DRLS reserves the right to examine or monitor any computer systems and devices under its control as necessary to ensure security, investigate potential breaches, or maintain system integrity.

FINANCE COMPUTER
The Business Office computer, used exclusively by the Business Manager, is DRLS’s most sensitive device. It contains payroll and accounting data, banking information, health insurance plan details, personnel records, and retirement records.
· Secured with a unique desktop password.
· Data backed up to the in-house server and off-site discs.
· Access limited to the Business Manager, Director, Assistant Director, and Technology Coordinator.
· External auditors may access data only under staff supervision.

PATRON DATA
DRLS is not responsible for, and cannot control, data security measures implemented by third parties such as Book Systems (Atriuum ILS), Microsoft, Yahoo, or Google. Patron data stored in the ILS—such as names, addresses, barcodes, reading history, and contact information—is maintained by Book Systems and may be accessible to approved vendors.
The DRLS Local Area Network (LAN) is configured by a third-party vendor in collaboration with the Mississippi Library Commission (MLC) and the DRLS Technology Coordinator. Management access to networking equipment is restricted to MLC technology staff, the DRLS Technology Coordinator, and the Director.

INTEGRATED LIBRARY SYSTEM (ILS)
DRLS uses Atriuum by Book Systems for cataloging, circulation, and patron management.
· All ILS equipment remains the property of DRLS and may be replaced, upgraded, or removed as needed.
· Third-party hardware, software, or services that interact with the ILS require prior approval from the Director, Assistant Director, or DRLS Board.
· DRLS may monitor ILS usage and equipment at any time; staff should have no expectation of privacy.
· Confidential library records must be handled in accordance with all laws and regulations.
· ILS passwords must be kept secure and shared only with authorized library employees.

TECHNOLOGY MANAGEMENT
To ensure security and data protection, the Technology Coordinator manages DRLS technology systems and approves all software installations.
· Security measures include antivirus software, privacy-focused search engines, routine file deletions from patron computers, and firewall protection.
· Security and backup strategies are updated based on risk assessments and emerging threats.
· Staff are prohibited from installing software on DRLS devices without prior authorization.

WIRELESS NETWORKS
Wireless networks are segmented for security:
· Public Wi-Fi – Requires acceptance of terms via a captive portal. Separated from staff networks.
· Staff Wi-Fi – Password-protected and secured with WPA3 AES encryption. Access limited to DRLS employees.
